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How to use resources efficiently?
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How to match the datacenter infrastructure with the computing trends?
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Monolithic server couples resources on a single motherboard, underutilized, inflexible.
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Disaggregated datacenter decouples resources by separating, pooling and composing.
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 Disaggregation for accelerators: enables scaling-out
and ubiquitous acceleration service, independently of
server hardware.

Accelerator disaggregation: make accelerators available to every user.
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DPU-Direct connects accelerate nodes with CPU nodes via standard RDMA network.
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DPU Wrapper

« Accelerator Node = DPU Wrapper + Accelerators
« Control-Data separation
» Low latency: Accelerators is connected with the RDMA core by the on-chip network.
« Accelerator interface with the accelerators via message passing (Hardware Verb Interface).

« RMT pipeline for layer-2 and layer-3 network functions, like VXLAN and NAT.
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« Accelerator Node = DPU Wrapper + Accelerators
« Control-Data separation
« Low latency: Accelerators is connected with the RDMA core by the on-chip network.
« Accelerator interface with the accelerators via message passing (Hardware Verb Interface).
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DPU-Direct draws clean-state design by treating accelerator as the first-class citizens.
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« RDMA lacks semantics for accelerator disaggregation.
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B Challenge 2: How to Architect the RDMA pattern

« RDMA lacks semantics for accelerator disaggregation.

 Existing method (StRoMI®)) introduce new RDMA operations, failing to interoperate with the
commaodity RNICs.

* The commodity RNICs cannot generate RoCEv2 packets with the five newly added BTH opcodes for
StRoM kernel interaction.
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The interaction process between requester and responder of the RDMA operations.

The RDMA communication pattern should be redesigned for accelerator disaggregation?
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* RAAP: RDMA-based Accelerator Access Pattern, constructing the accelerator semantics over
standard RDMA operations for communication between the CN and the accelerator.
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* RAAP: RDMA-based Accelerator Access Pattern, constructing the accelerator semantics over
standard RDMA operations for communication between the CN and the accelerator.
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* RAAP: RDMA-based Accelerator Access Pattern, constructing the accelerator semantics over
standard RDMA operations for communication between the CN and the accelerator.

Dataflow-2: transfer the bulk data from the CN to accelerator

RAAP: the accelerator proactively fetch the data to bypass the CN.
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* RAAP: RDMA-based Accelerator Access Pattern, constructing the accelerator semantics over
standard RDMA operations for communication between the CN and the accelerator.

Dataflow-3 and Dataflow-4: transfer bulk data and acknowledgement from accelerator to CN.

RAAP: combine Dataflow-3 and Dataflow-4 an RDMA Write-imm message.
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H RAAP

* RAAP: RDMA-based Accelerator Access Pattern, constructing the accelerator semantics over
standard RDMA operations for communication between the CN and the accelerator.
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DPU-Direct considers the RDMA operations and the DPU Wrapper microarchitecture.



B CN- and AN-side Isolation Mechanism

* Enabling the CN to build their applications upon native RDMA verbs APl is dangerous because the
malicious CNs may violate the process of RAAP



B CN- and AN-side Isolation Mechanism

* Enabling the CN to build their applications upon native RDMA verbs APl is dangerous because the
malicious CNs may violate the process of RAAP

Accelerator Service Provider
Trusted :
RAAP Lib '
RAAP Library Integrity Monitor ‘ torary !
Signature @ :
The QP number of Request QP

A
Y te : Trusted
Untrusted [ RAAP Library Trusted \ : ruste
Accelerator| Network ! Source QP | Accelerator
S Request [E Request QP D Address : Number ID
> [wiecr | |
AP Check RAAP Engine Lvite QP - AN
User ecker Read QP
Least Privilege | RDMA Manager | . __
K A Accelerator Identifier Table ) ! DPU-Wrapper Whitelist
( L 4 N
[ RDMA Verbs Library ] Trusted
L

CN-side Isolation Mechanism : AN-side Isolation Mechanism



B CN- and AN-side Isolation Mechanism

* Enabling the CN to build their applications upon native RDMA verbs APl is dangerous because the
malicious CNs may violate the process of RAAP
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B CN- and AN-side Isolation Mechanism

* Enabling the CN to build their applications upon native RDMA verbs APl is dangerous because the
malicious CNs may violate the process of RAAP

Principle of Least Privilege: the user is given the minimum levels of permission needed to interact with RAAP library.
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B CN- and AN-side Isolation Mechanism

Enabling the CN to build their applications upon native RDMA verbs APl is dangerous because the
malicious CNs may violate the process of RAAP

RAAP library integrity monitor uses signatures to protect the RAAP library from being modified.
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B CN- and AN-side Isolation Mechanism

* Enabling the CN to build their applications upon native RDMA verbs APl is dangerous because the
malicious CNs may violate the process of RAAP

DPU Wrapper Whitelist: Only requests that has a matched whitelist entry are allowed to invoke the
accelerator.
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B CN- and AN-side Isolation Mechanism

* Enabling the CN to build their applications upon native RDMA verbs APl is dangerous because the
malicious CNs may violate the process of RAAP
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DPU-Direct provides strong security boundary between user application and RAAP library.



B RAAP APl and Programming Model

« Asynchronous I/O mechanism based on the pending queue (PQ) and completion queue (CQ).
 Credit-based flow control to avoid overwhelming the accelerator.
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async_ack_req  Asynchronous call to fetch
the latest acknowledgement

immediate data AN

Threading model and credit-based flow control between CN and AN.



B RAAP APl and Programming Model

« Asynchronous I/O mechanism based on the pending queue (PQ) and completion queue (CQ).

« Credit-based flow control to avoid overwhelming the accelerator.
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Threading model and credit-based flow control between CN and AN.

DPU-Direct provides well-defined APl and programming
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B DPU-Direct Prototype

« The AN prototype is based on the open-source OpenNIC' project.

 Two proof-of-concept use cases.
« Compute-intensive: AES encryption.
« Latency-sensitive: key-value cache.
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« The AN prototype is based on the open-source OpenNIC' project.

 Two proof-of-concept use cases.
« Compute-intensive: AES encryption.
« Latency-sensitive: key-value cache.
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Baselines:

« AES encryption: (1) AES encryption using native CPU instructions; (2) AES encryption based on
Intel’s AES-NI instruction set.

Key-value cache: key-value cache server based on RDMA and polling
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Baselines:

« AES encryption: (1) AES encryption using native CPU instructions; (2) AES encryption based on
Intel’s AES-NI instruction set.

» Key-value cache: key-value cache server based on RDMA and polling

Workloads:

» AES encryption: random plaintext.
» Key-value cache: YCSB traces.
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When accelerators are disaggregated through DPU-Direct, will they still provide the expected
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When accelerators are disaggregated through DPU-Direct, will they still provide the expected
performance improvement?
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« Compared with the CPU baseline, DPU-Direct can achieve a
speedup of at least 400x and at most 1000x.
« Compared four-thread Intel AES NI, DPU-Direct can still
achieve about 2~7x speedup.
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« Compared with the CPU baseline, DPU-Direct can achieve a « When the computation-intensive accelerator
speedup of at least 400x and at most 1000x. processes a large volume of data, the
« Compared four-thread Intel AES NI, DPU-Direct can still interference of network fabric latency on the
achieve about 2~7x speedup. performance of DPU-Direct can be

negligible.



B AES Encryption

When accelerators are disaggregated through DPU-Direct, will they still provide the expected
performance improvement?
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« Compared with the CPU baseline, DPU-Direct can achieve a « When the computation-intensive accelerator
speedup of at least 400x and at most 1000x. processes a large volume of data, the
» Compared four-thread Intel AES NI, DPU-Direct can still interference of network fabric latency on the
achieve about 2~7x speedup. performance of DPU-Direct can be

negligible.

Computation-intensive accelerators on DPU-Direct is comparable with the local accelerator.
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How DPU-Direct benefits latency-sensitive applications?
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« Most latency and jitter come

from the CN.
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How DPU-Direct benefits latency-sensitive applications?
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DPU-Direct provides promising latency and jitter reduction to latency-sensitive applications.
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B Summary

» DPU-Direct: a holistic solution for disaggregated accelerator node.
« DPU Wrapper: turn accelerators into disaggregation-native device.
« RAAP: overlay accelerator semantics based on standard RDMA network.
« DPU-Direct AAPI: provide accelerator interface for applications.
« For compute-intensive accelerators, DPU-Direct provides close-to-local
performance.
* Latency-sensitive applications built on DPU-Direct can obtain extreme low latency
and low jitter.
 Accelerator reduce the application-logic latency.
« Hardware-based network stack (RDMA) reduce the communication latency.
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